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INVESTOR ALERT: PROTECT YOUR FINANCIAL INFORMATION:   
DATA AGGREGATION AND THIRD-PARTY PLATFORMS –  

KNOW THE RISKS 
 

Data aggregators (which collect and organize data from multiple sources) and third-party platforms 
are utilized by financial professionals to put all your financial information online and in one place. This can 
help you and your financial professional organize and manage your finances.  However, before you or your 
financial professional decide to use a data aggregator or third-party platform, it pays to know how these 
services operate and how to protect yourself from potential privacy and security risks. 

 
Data Aggregation Basics 

Financial data aggregation puts all your financial information under one roof.  Your "dashboard," 
sometimes called a personal financial management hub or portal, can display your investments, checking 
accounts, savings, insurance policies and credit balances. In addition to a snapshot of your overall finances, 
depending on the provider, you could receive services such as financial and tax planning, financial advice, 
budgeting, and the ability to track home value and mortgage information. There could be fees and costs 
associated with some data aggregation services. 

Say you want to aggregate and track information from an IRA, a 401(k) account, a savings account 
and two credit cards—a total of five accounts, all with separate financial institutions.  To create a single 
dashboard, the aggregator will likely use one of two methods: an application programming interface (API), 
which transfers data from the financial institution to the aggregator, or screen scraping, in which you 
provide your login credentials for each financial account so the aggregator can access that data.   

Screen scrapers use your credentials to sign in to accounts and collect information. APIs give 
consumers the ability to authorize access without sharing security credentials. With APIs, the agreement 
between the aggregator and the financial institution typically requires both sides to safeguard your data and 
privacy and allows you to specify whether fund transfers are permitted.   
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What are the Risks? 

Many customers value the convenience of financial data aggregation and appreciate having a single 
snapshot of multiple accounts.  However, providing access to your detailed financial information can come 
with some risks. 

You can expose yourself to privacy and security risks.  These include potential vulnerability to 
cyber fraud, unauthorized transactions, and identity theft.  These risks are greater for aggregators that use 
screen scrapers and require you to share your security credentials.  This type of aggregator could be storing 
all consumer financial information or security credentials in one place, creating an additional security risk. 
And, platforms available for use by your investment adviser may use your username and password to access 
certain accounts.     

Cybersecurity policies often provide some fraud protection but require that you take reasonable 
steps to safeguard your username and password.  If you share your log-in information with an investment 
adviser and suffer a loss in the account, the custodian may be able to disclaim liability.   

You and your adviser should ensure that neither the data aggregator nor third-party platform 
agreements provide authority to access or withdraw client funds or securities from your accounts without 
your knowledge and consent.   

Moreover, certain platforms may collect a significant amount of your private data (including age, 
investment time horizon, risk tolerance, net worth, and investment preferences and strategies) to provide 
their services.  If the platform is not registered with regulators, there may be no oversight or review of the 
platform’s policies, procedures, or practices for compliance with federal and state data privacy, 
cybersecurity, or safeguarding laws. 

One more thing to keep in mind: If your aggregator sells investment products, you might receive 
sales recommendations from that entity. Evaluate any investment on its merits and with a clear 
understanding of risks and costs. 

 
Helpful Tips – Before you Share 

These tips can help you protect yourself if you decide to share your financial information with a 
data aggregator or third-party platform or service providers who use data aggregators and third-party 
platforms: 

• Weigh the benefits of aggregation against the risks of sharing access to your accounts. This is 
especially true when you authorize a third party to facilitate payments, trades, or withdrawals of 
securities or funds on your behalf. 

• Understand whether the data aggregator’s connections to your financial institutions come from 
screen scraping, API or both. 

• Read the terms and conditions of any user agreement or contract you sign.  Know what rights you 
are granting to your financial accounts and data. 

• Verify that the aggregator or the third-party platform will only access the information it needs to 
provide the desired service.  

• Be aware that there might be charges for certain transactions and services you elect to use.   



• Ask what privacy and data security measures are used, and read the terms of use, privacy and 
security information.  Some things to look for include: 

o Do you have control over what type of data is shared, with whom, for how long, and for what 
purpose? Can your data be sold to a third-party?  

o Does the aggregator or third-party platform use encryption when retrieving your data? How 
long is the data retained? What is the process of purging or disposing of the data once you 
terminate your contract or revoke access? 

o What happens if there is a data breach or any unauthorized access to your account? Is there a 
process in place to notify you should a breach occur? 

o What type of liability, if any, does the aggregator or third-party platform bear in the event of a 
consumer loss due to a data breach or unauthorized access? Does the aggregator or third-party 
platform have the financial capacity or insurance coverage to compensate you for loss? What 
kind of dispute mechanism is in place to resolve any issues related to data breaches or 
unauthorized access? 

• If the aggregator or third-party platform uses scraping algorithms to collect data from your financial 
accounts, does it store your credentials? 

• Know whether supplemental or authorized users can withdraw funds or securities from your 
accounts.  Be cautious of granting a power of attorney to third-party platforms.  Know what powers 
you are granting. 

• Do your own online research and due diligence. Look up reviews, complaints, or lawsuits against 
the data aggregator or the third-party service provider you are considering using. 

• Finally, make sure you cancel your account and terminate the access and rights you have granted 
to the aggregator or third-party platform once you discontinue using the service. Follow the steps 
that need to be taken to stop the ability of the aggregator or third-party platform from having 
ongoing access to your account(s). 

The Investor Protection Unit of the Delaware Department of Justice cautions investors to 
carefully review the terms of any agreements with data aggregators or third-party platforms used by your 
financial professionals before you or your financial professional share your personal financial details.   

To file a complaint, please contact the Investor Protection Unit at 
Investor.Protection@delaware.gov. The Investor Protection Unit also encourages investors to check the 
registration status of financial professionals at brokercheck.finra.org and adviserinfo.sec.gov. 
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