To Enroll, Please Call:

Logo/Client [TEN]
Or Visit:

(‘{I}?“”T’ Address>>- . https://app.idx.us/account-

SECIyE>, S<State>> <<Zjps> creation/protect

Enrollment Code: [XX XXX XXX |

To the Parent or Guardian of
<<First Name>> <<[ast Name>>
<<Address]>> <<Address2sa

CLCily>>, <wStates> CZip>-

<<Pate>>

Notice of Data Breach
Dear <<First Name>> -<<] agt Name>>,

What Happened

This letter is written to inform you that between May 30, 2023 and June 15,2023, Alogent Holdings, Inc. (“Alogent”),
was victim of a zero-day vulnerability within one of their vendors'software, ‘Progress Software’s MOVEit Transfer
application (CVE-2023 -3462). A compromise of a server exposed data, which included account informa tion, related to
checks processed through Alogent’s customer, Huntington Bank. v

What Information Was Involved

After reviewing the compromised files, it appéars that some of your information may have been accessed by an
unauthorized malicious third party. The data"set.included account and routing numbers, name, address, phone, check
payee and remittance amount. '

What Has Been Done

Alogent has discontinued the use of the MOVEit Transfer software after the compromise was discovered and is working
to replace this solution, as well as to establish improved security measures to mitigate risk in the future.

What You Can Do

Alogent is offering identity theft protection services through IDX, A ZeroFox Company, a data breach and recovery
services expert. IDX identity protection services include: 12 months (24 months where required by state regulations) of
CyberScan'monitoring, a $1 ,000,000 insurance reimbursement policy, and fully managed ID theft recovery services. With
this protection, IDX will work to help you resolve issues if your identity is compromised.




For More Information

You will find detailed instructions for enrollment on the enclosed Recommended Steps document. You will need to
reference the enrollment code at the top of this letter when calling or enrolling on online, so please do not discard this
letter.

Please call [TENJ or go to ht'tgs:f’/agp.idx,us/account-creation/protecl for assistance or for any additional questions you

may have.

Sincerely,

Name
Client

(Enclosure)



DX

A ZEROFOX COMPANY
Recommended Steps to help Protect your Information

1. Website and Enrollment. Go to hgps://apg‘idx.us/account-creation/grotect and follow the instructions for enrollment
using your Enrollment Code provided at the top of the letter,

3. Watch for Suspicious Activity. If you discover any suspicious items and have enrolled in IDX identity Protection,
notify them immediately by calling or by logging into the IDX website and filing a request for help.

If you file a request for help or Ieport suspicious activity, you will be contacted by a member of oyr ID Care team who
will help you determine the cause of the suspicious items. In the unlik

consequence of thig incident, you wil] be assigned an 1D Care Specialist who will work on your behalf to identify, stop
and reverse the damage quickly.

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-519] 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.0. Box 2000

Atlanta, GA 30348-5069 “Allen, TX 75013 Chester, PA 19022-2000

WWW.equifax.com WWW.experian.com WWW.transunion.com
SVW.equifax.com ~AW.CXperian.com ~av.lransunion.com

5. You can obtaip additional information aboyt the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also €ncourages those who discover that their information has been misused to

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky
40601, Www.ag.ky.gov, Telephone: 1—502—696-5300.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place

Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023.



New York Residents: the Attorney General may be contacted at- Office of the Attorney General, The Capitol, Albany,
NY 12224-034;: 1-800-771—7755; ht_tgs://ag.nz. gov/.

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh, NC
27699-9001, www.ncdoj. gov, Telephone; 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 9?‘30144096, Www‘doj.state.or.usf,
Telephone: 1-877.8 77-9392

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,
-4400

WWW.riag.ri.goy, Telephone: 1-401-274

All US Residents: Identity Thefi Cleaxinghouse, Federal Trade CommjssiOn, 600 Pennsylvania Avenue, NW
Washington, DC 20580, hnps:f/consumer.ﬂc.gov, 1-8_7.7-IDTHEFT (438-4338), TTY: 1-866-653-4261 .
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