liveauctioneers

Dear valued bidder,

We take the protection of your information very seriously. Unfortunately, we are writing to
inform you about a data security issue affecting your LiveAuctioneers bidder account
information. We are deeply sorry for any concern or inconvenience this may have caused,
and are working quickly to take the appropriate steps to prevent such incidents in the future.
We hope that in time we can regain your trust, which we value above all.

What Happened

Our cybersecurity team has indeed confirmed that following a cyber attack against one of
our IT suppliers on June 19, 2020, an unauthorised third party managed to access certain
personal information from our bidder database. We were notified of the incident on July 11,
2020 and began notifying bidders that day through email and our website, based on how
recently the bidder had used their LiveAuctioneers account.

LiveAuctioneers was one of a number of their partners who experienced a breach since this
IT supplier’'s security was compromised. Our cybersecurity team has ensured the
unauthorized access has ceased.

What Information Was Involved

The data that has been exposed includes user account information like names, email
addresses, mailing addresses, phone numbers, visit history, and encrypted passwords (the
unauthorised party however managed to decrypt passwords after the cyber attack). Not all
of this information may have been present on your bidder account. Please also know

that complete payment card numbers were not accessed, and we have no reason to
believe auction history was affected.

The exposure of your LiveAuctioneers credentials (i.e. login and password) could affect
other online accounts you may have (if they use the same or similar credentials). You could
also be exposed to impersonation and phishing attempts.

What We Are Doing
As soon as we became aware of this incident, we blocked the unauthorised access to
bidder account information and disabled your most recent LiveAuctioneers password.

We have taken immediate steps to improve our security and prevent such incidents in the
future:

e We have suspended our relationship with the compromised IT supplier.
e Our security tokens and passwords throughout LiveAuctioneers’ systems
have been replaced.


http://www.liveauctioneers.com/?utm_source=LiveAuctioneers_DB&utm_medium=email&utm_campaign=data20200803

¢ We have implemented stronger password encryption.

e We have partnered with leading cyber security experts to further secure our
website, mobile apps, and systems.

e We are working with government authorities to bring the perpetrators to
justice.

e Multi-factor authentication for all back-end services have been
implemented.

¢ We are analyzing and monitoring our source code to address any
vulnerabilities.

e We are continuing to upgrade our network infrastructure.

¢ We will be implementing stronger password requirements.

What You Can Do
All passwords created before July 11, 2020 have been disabled. If you have not already
done so, we encourage you to change your password.

For not logged in bidders: You can access your account by creating a new password,
following the steps below:

1. Visit https://www.liveauctioneers.com/ and click “Log In” on the top right-
hand corner of the page.

2. Click “Forgot Password” on the login window.

3. Enter your email address used for and click “Send Reset Instructions”.

4. Check your email and follow the link provided to reset your password.

For already logged in bidders: Please click the dropdown from your user icon in the top right
corner and click “Account Settings”. From here, click “Change Password”.

To help further protect your personal information, please remember:

e Do not use same or similar credentials for other online accounts.

e Change any and all passwords that used the same or similar credentials as
those used for your LiveAuctioneers account.

e Regularly review your online accounts for suspicious activity.

e Be cautious of any unsolicited communications asking for your personal
information: we will never ask you to disclose your password via an email or
over the phone for instance.

e Avoid clicking on links or downloading attachments from suspicious emails.

If you see any unauthorized activity related to your financial accounts, promptly contact your
financial institution.

For U.S. residents, we also suggest you submit a complaint with the Federal Trade
Commission by calling 1-877-ID-THEFT (1-877-438-4338), online at https://www.ftc.gov, or



https://www.liveauctioneers.com/
https://mandrillapp.com/templates/code?id=dataincident

by mail to 600 Pennsylvania Avenue, NW Washington, DC 20580.

You also may want to monitor your credit reports with the major credit reporting agencies:

Equifax Experian TransUnion
1-800-685-1111 1-888-397-3742 1-800-916-8800
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19022
www.equifax.com www.experian.com WWW.transunion.com

For further information, please see our updates
at: https://help.liveauctioneers.com/article/496-july-11-2020-liveauctioneers-account-

security.

If you have any questions or notice anything suspicious on your account, please contact our
customer support team at info@liveauctioneers.com.

Protecting your information and preventing incidents like this from happening in the future is
our top priority. We will keep working to improve security and rebuild your trust in us.

LiveAuctioneers

220 12th Avenue New York, NY 10001

w f ? in O



https://mandrillapp.com/templates/code?id=dataincident
https://mandrillapp.com/templates/code?id=dataincident
https://mandrillapp.com/templates/code?id=dataincident
https://help.liveauctioneers.com/article/496-july-11-2020-liveauctioneers-account-security
https://help.liveauctioneers.com/article/496-july-11-2020-liveauctioneers-account-security
https://twitter.com/liveauctioneers/
https://www.facebook.com/LiveAuctioneers/
http://www.pinterest.com/liveauctioneers/
http://www.linkedin.com/company/liveauctioneers/
http://www.youtube.com/user/liveauctioneerstv/

